
Pinnacle Bank 
Online Banking Services 

Agreement 
(version effective as of November 2, 2021) 

This Online Banking Services Agreement ("Agreement") governs your ability to use the Service for the 
following: 

• Access your Eligible Accounts. 
• Obtain Online Financial Services. 
• Perform authorized transactions through the Website. 

For your Eligible Accounts, transactions available to you may include obtaining balance information, 
transaction history and other information. For some Eligible Accounts, the balances and transaction 
history may only show activity as of the close of the previous Business Day. 

In this Agreement, "Service" refers to any online or mobile services available through the Pinnacle Bank 
Website and the Pinnacle Bank mobile application. The Services offered therein are subject to this 
Agreement. The following are also considered part of this Agreement: 

• Website Terms of Use; 
• Terms or instructions that appear when enrolling for, accessing or using a Service; 
• Pinnacle Bank's rules, procedures and policies that apply to a Service, an Eligible Account, or 

any Online Financial Service; and 
• Applicable state or federal laws and regulations. 

Please read this Agreement carefully. By clicking "I Accept" below, or by using the Services, you are 
agreeing to the terms of this Agreement. 



DEFINITIONS 

"We, Us, Our and Pinnacle Bank" shall mean Pinnacle Bank and any of its affiliates or direct or indirect 
subsidiaries, when any of them have established an Eligible Account or provided an Online Financial 
Service. 

"You or Your" shall mean each Owner of an Eligible Account, a person applying for an Eligible Account 
entitled to online access, or a Delegate. 

"Authorized Representative" shall mean a person with authority to take action or make decisions on 
behalf of another person with respect to an Eligible Account or an Online Financial Service. This definition 
includes any person who may (i) manage or administer an Eligible Account or an Online Financial 
Service, or (ii) authorize another person to access an Eligible Account or Online Financial Service. 

"Authorized Signer" shall mean a person who has your actual or apparent authority to transact business 
on your Business Eligible Account(s), whether or not that person has signed the signature card or other 
documentation for your account(s). We may continue to recognize an Authorized Signer’s authority until 
we receive and have a reasonable time to act upon your written modification or revocation of it. 

"Business Day" shall mean every day is a Business Day except Saturdays, Sundays, and federal 
banking holidays. 

"Consumer" shall mean a person (not a business or other entity) with an Eligible Account for which an 
Online Financial Service is requested primarily for personal, family or household purposes. 

"Consumer Eligible Account" shall mean an account owned by a Consumer that is an Eligible Account. 

"Eligible Account" shall mean each Pinnacle Bank product you have or have applied for that is 
accessible through the Website. Eligible Accounts include deposit accounts, loans, credit cards, lines of 
credit, and other products or accounts you have with us. 

"Include/Including" when used at the beginning of a list of one or more items, indicates that the list 
contains examples. The list is neither exclusive nor exhaustive, and the items in the list are intended only 
as illustrations. They are not the only possible items that could appear in the list. 

"Mobile Device" shall mean a cell phone, smartphone, tablet, or any other handheld or wearable 
communication device satisfying the hardware and software requirements we specify. 

"Mobile Banking Service" shall mean each of the products and services you may access through the 
Service using a Mobile Device. These products and services may be accessed through browser or 
through apps, for example. Not all Eligible Accounts are accessible through the Mobile Banking Service. 

"Online Access Process" shall include: 

• The terms under which you are allowed to access and use the Service via the Website. 
• The process used to access the Service (including required security procedures) via the Website. 
• Our right to change, suspend or terminate all or part of the Service, this Agreement, or your 

access to the Service. 

"Online Financial Service" shall include: 

• Each product and service you access or enroll in through the Website and other related Mobile 
Banking Services, for example. Not every product/service available through the Online Financial 
Service may be available through the Mobile Banking Service. 

• Actions you take, and instructions you give us, through the Website about opening or maintaining 
Eligible Accounts. 

The term "Online Financial Service" does not include an Eligible Account. 

"Owner" shall mean anyone who owns an Eligible Account as indicated in our records, and any 
Authorized Representative of that person. 

"Service" shall mean all Online Financial Services you can access via the Website after entering into this 
Agreement. 

"Website" shall include: 



• All Pinnacle Bank websites maintained by us and accessible through wypinnbank.com or through 
Pinnacle Bank mobile downloadable applications for the Mobile Banking Service. 

• Any other website or web pages you can access only after you, or a person for whom you are 
acting as an Authorized Representative, enter into this Agreement. 

The term "Website" does not include any website with its own separate agreement governing online 
access. 



1. GENERAL DESCRIPTION OF ONLINE BANKING SERVICES AGREEMENT 

A. What This Agreement Covers 

This Agreement between you and Pinnacle Bank governs the use of the Online Financial Services.  
These Services permit U.S.-based Pinnacle Bank customers (consumers and business customers who 
are account owners) to perform a number of banking functions through the use of a personal computer 
through a Mobile Device, on accounts linked to the Service. Unless indicated otherwise by the context, 
"linked Pinnacle Bank accounts" or "linked accounts" refers to all of your U.S.-based accounts with 
Pinnacle Bank that you have linked to Online Banking Services. When used in this Agreement, the term 
“business” includes sole proprietors, non-consumer business entities, and individual owners of the 
business, unless the context indicates otherwise.

B. Accepting the Agreement 

When you use any of the Online Banking Services described in this Agreement or authorize others to 
use them, you agree to the terms and conditions of the entire Agreement.

C. Relation To And Conflict With Other Agreements 

Your use of Online Banking Services may also be affected by a deposit or other agreement between us 
for your linked Pinnacle Bank accounts. When you link an account to Online Financial Services, you do 
not change the agreements you already have with us for that account. You should review those and other 
Pinnacle Bank account-related agreements and fee schedules for any applicable fees, for limitations on 
the number of transactions you can make, liability rules for electronic fund transfers, and for other 
restrictions that might impact your use of an account with Online Banking Services.

If this Agreement conflicts with another agreement, or another agreement has terms that are not 
addressed in this Agreement, then the other agreement will control and take precedence, unless this 
Agreement specifically states otherwise. The other agreement will only control with respect to the Eligible 
Account or Online Financial Service it is associated with, and only to the extent necessary to resolve the 
conflict or inconsistency.

Additional provisions regarding online services or features that appear in another agreement covering 
your Eligible Account or Online Financial Service, but not in this Agreement, will apply. For example, if 
your Eligible Account or Online Financial Service is covered by another agreement and a dispute arises 
between you and us under that agreement, then the dispute resolution and governing law provisions in 
that other agreement will control.

Further, the original version of this Agreement is in the English language. Any discrepancy or conflicts 
between the English version and any other language version will be resolved with reference to and by 
interpreting the English version.

2. ONLINE BANKING SERVICES 

A. Online Banking for Consumers 

You may use Online Banking Services to:

• Transfer funds between your linked Pinnacle Bank accounts on either a one-time or recurring basis, 
including as a payment to a linked installment loan or mortgage.

• Transfer funds between linked Pinnacle Bank business accounts and linked personal accounts.
• Transfer funds from your linked Pinnacle Bank personal or small business accounts to most 

Pinnacle Bank personal or small business deposit accounts.
• Bill payment services.
• View current balance information for your linked Pinnacle Bank accounts.
• Review available transactions for your linked accounts.
• Perform self-service account maintenance such as re-ordering checks, stopping payment on 

checks, and changing your address and phone number
• Send us secure online mail messages and questions regarding your Online Banking Services.



Some of the above services may not be available for certain accounts or customers, or if you access 
Online Banking through the mobile banking app or through the web.

We will update our Website if we eliminate or introduce new features to the Service.

B. Owners, Authorized Representatives 

If an Eligible Account is owned by more than one person, or has more than one Authorized 
Representative, each person individually may provide us with instructions, make any decision, obtain any 
information or make any request associated with the Eligible Account and related Online Financial 
Services, to the extent allowed by the applicable agreement(s) covering the Eligible Account.

If you make someone an Authorized Signer on a Business Eligible Account, and he/she is enrolled in the 
Service, and we will treat him/her as an Authorized Representative. If you tell us that an Authorized 
Representative is no longer authorized, we will consider his/her transactions unauthorized only when: (i) 
you tell us that you did not want or intend the transaction(s); and (ii) the Authorized Representative 
performs them after you let us know he/she is no longer authorized; and (iii) we have reasonable 
opportunity to act on your notification.

For more details, please see the agreements for your Eligible Accounts and Online Financial Services.

C. Signature Requirement Waiver 

Any requirement to verify two or more signatures on any item (such as a check) does not apply to 
electronic or telephone transfers. This means that you are allowing any Authorized Signer on your Eligible 
Account to individually make electronic or telephone transfers, even though his/her authority to transfer 
or withdraw funds from your account by some other means (such as by check) must be exercised jointly 
with one or more other persons.

This provision controls and takes precedence over any conflicting provision in any other agreements you 
have with us.

D. Acknowledgements 

You agree that:
• Each of your Authorized Representatives will be acting as your agent and will be bound by this 

Agreement and any separate agreement governing the Eligible Account or Online Financial 
Service.

• We may rely and act on the instructions of any Authorized Representative.
• All transactions that an Authorized Representative performs on an Eligible Account or Online 

Financial Service, including those you did not want or intend, are transactions authorized by you.
• You are solely responsible for those transactions.
• You are solely responsible for supervising all of your Authorized Representatives and monitoring 

the actions they take on your behalf.

3. ACCESS 
A. Accessing Eligible Accounts 

You authorize Pinnacle Bank to provide access to your Eligible Accounts and Online Financial Services 
through the Service. You may access your Eligible Accounts and Online Financial Services through the 
Website to obtain information and perform transactions authorized on the Website.

To access your Eligible Accounts and Online Financial Services through the Website, you need a 
username, a password and required hardware and software. To complete your enrollment in the Service, 
you will be required to validate your email address. Additionally, you are required to maintain an email 
address that is continuously operational to receive email communications from us in order to continue to 
access your Eligible Accounts and Online Financial Services through the Website.



You also have to comply with any other security procedures we may establish. Subject to the terms of 
this Agreement, you will generally be able to access your Eligible Accounts and Online Financial Services 
through the Website seven days a week, 24 hours a day. Sometimes the Service may be unavailable 
due to system maintenance or circumstances beyond our control. You must provide all computer, 
telephone and other equipment, software (other than any software provided by us) and services you need 
to access the Service.

When using the Mobile Banking Service, you may generally access certain Eligible Accounts through the 
mobile browser, our mobile apps, or get certain information through text messaging on a Mobile Device.

B. Terminating Access 

Voluntarily. If you close all your Eligible Accounts and terminate your Online Financial Services, or 
withdraw from the Service, we may suspend or terminate your access without prior notification. If you 
close your Eligible Accounts, you could also lose access to your Online Financial Services, and we may 
terminate your access to the Service. We are not required to reinstate or re-activate your access. If you 
have no Eligible Accounts linked to the Service, or do not use the Service for a period of 6 consecutive 
months, we may at our discretion terminate your access without prior notification.

For Violating the Agreement. If you violate any terms of this Agreement (including non-payment of fees 
under any applicable fee schedule) or any other agreement you have with us, you agree that we may 
suspend or terminate your access to any of your Eligible Accounts and Online Financial Services. We 
are not required to reinstate or re-activate your access.

4. ELIGIBLE ACCOUNTS – ADDITIONAL PROVISIONS 
A. Removing Online Access 

If you want to remove online access for an Eligible Account, email us through the Service or call either 
1.800.227.7715 or your local Pinnacle Bank branch.

B. Electronic Funds Transfer Timing 

Unless the Website or our other agreements with you say otherwise, electronic funds transfers completed 
through the Service before the transfer cut-off time on a Business Day will be posted to your Eligible 
Account the same day. Credit card, line of credit, loan and mortgage transactions may take up to three 
(3) Business Days to process, but will post as of the Business Day the transaction was made.

All transfers completed after the transfer cut-off time on a Business Day, or on a day that is not a Business 
Day, will be posted on the next Business Day.

Please note that electronic funds transfers:
• Between financial institutions will be processed, completed and posted by the other institution 

following its own rules.
• Initiated through the Service for person-to-person payments may have different transfer cut-off or 

posting times.

C. System Maintenance 

Sometimes you may not be able to access one or more of your Eligible Accounts or Online Financial 
Services due to system maintenance or circumstances beyond our control. During these times, you may 
be able to call Online Customer Service at 1.800.227.7715, use a Pinnacle Bank ATM or visit a Pinnacle 
Bank branch location to obtain information about your Eligible Accounts. 

D. Account Linking and Display 

Once you enroll for the Service, your Eligible Accounts will be available. Eligible Accounts that are linked 
and displayed through the Mobile Banking Service may be subject to certain limitations and restrictions. 



Eligible Accounts will appear on your Account Summary page on the Website without regard to who else 
may have an ownership interest in each Eligible Account. 

E. Emails and Text Messages 

You authorize us to send emails and text messages to others on your behalf, if needed to carry out your 
instructions regarding an Eligible Account or Online Financial Service. These communications may 
identify you by name and may state that we are sending them on your behalf and according to your 
instructions. 

5. TRANSFERS (DOES NOT APPLY TO TRANSFERS OUTSIDE PINNACLE BANK) 
A. Processing of Transfer Requests 

General

Transfers can be made in two ways, either on a one-time or recurring basis. One-time transfers may be 
immediate or scheduled for a future date. The recurring transfer feature may be used when a set amount 
is transferred at regular intervals. For example, a $100 transfer from a checking to a savings account that 
occurs every two weeks. 

One-time immediate transfers can be made from a linked Pinnacle Bank checking, savings, money 
market, or line of credit to most linked Pinnacle Bank accounts.

One-time scheduled and recurring transfers can be made from a linked Pinnacle Bank checking, savings, 
or money market account to a linked checking or savings account.

Transfers can be made from a linked Pinnacle Bank personal checking, savings, money market or line 
of credit account to most personal checking, savings, or money market accounts of other Pinnacle Bank 
customers. Some account types, including those with foreign addresses, cannot be set up to receive 
funds.

Transfers from a deposit account are immediately reflected in the account's available balance. Transfers 
from a line of credit account are immediately reflected in the account's available credit amount.

Scheduled and Recurring Transfers

Transfers scheduled for a weekend or a non-bank business day will be processed on the prior bank 
business day. All other scheduled and recurring transfers will be processed from the funding account at 
the beginning of the business day requested.

Transfers to Credit Accounts

Funds transferred as a payment to a line of credit, installment loan or mortgage account before 9:00 p.m. 

CT will be credited with the date the payment is submitted. Transfer payments submitted after 9:00 p.m. 

CT will be credited with the next day's date. Updates to account balances, funds availability, and 

transaction posting may take up to two (2) bank business days.

Transfers to Deposit Accounts

Funds transferred to a deposit account prior to 9:00 p.m. CT on a business day will appear with the 

same day's date in the deposit account transaction history.

• Please note, transfers to any deposit account on a Saturday, Sunday or bank holiday, will appear 
with the next Business Day's date in the deposit account transaction history.

• All transfers submitted to a deposit account (such as checking, savings, money market) are 
immediately reflected in the account's available balance.



6. BANK-TO-BANK TRANSFER SERVICE 
A. Description 

Bank-to-Bank Transfer Service ("Transfer Service") lets you transfer funds: 
• From your Pinnacle Bank checking and/or savings accounts to your accounts at other United 

States financial institutions ("Financial Institutions"); 
• From your accounts at other Financial Institutions to your Pinnacle Bank checking and/or savings 

accounts; 

In this Section 6, "Account(s)" refers to each of the accounts referenced above. 

In addition to the terms of the Agreement, your use of the Transfer Service is subject to: 

• Terms or instructions appearing on the screen when using the Transfer Service; and 
• Our rules, procedures and policies and the account agreements applicable to the Accounts used 

in the Transfer Service. 

To use the Transfer Service you must: 
• Be of legal age and a resident of the United States; 
• Have at least one Account with us; 
• Agree to the e-Sign Consent and this Agreement; and 
• Be enrolled in a Service. 

If your Accounts and/or Service are terminated for any reason, you will have no further right or access to 
use the Transfer Service. 

B. Information Authorization for Non-Pinnacle Bank Accounts 

We may verify the Accounts that you add to the Transfer Service. You authorize us to validate the 
Accounts in a manner selected by us, including through the use of a test transfer, in which one or more 
low value payments credited to and debited from your non-Pinnacle Bank Account. Once the test transfer 
is complete we may ask you to access this Account to tell us the amount of the test credit or debit or any 
additional information reported by your Financial Institution with this test transfer. We may also verify 
Accounts by requiring you to submit proof of ownership of the Account(s). 

C. Accounts 

By using the Transfer Service, you represent and warrant to us that: 

• You own or are an authorized signer on the Account held with us and at the non-Pinnacle Bank 
Financial Institution; 

• Your Account at the non-Pinnacle Bank Financial Institution is a United States account; 
• Your Account and applicable law permit transfers; 
• You have the right to authorize and permit us to access your Accounts to complete such funds 

transfers or for any other purpose authorized by this section; 
• By disclosing to us and authorizing us to use Account information and complete the transfer you 

are not violating any third party rights; and 
• Information you provide to us is true, current, accurate and complete. 

You hereby authorize and permit us to use information you submit to make transfers and to configure the 
Transfer Service to be compatible with the Accounts. 

At all times your relationship with each non-Pinnacle Bank Financial Institution is independent of Pinnacle 
Bank and your use of the Transfer Service. We will not be responsible for any acts or omissions by the 
non-Pinnacle Bank Financial Institution, including without limitation, any modification, interruption or 
discontinuance of any Account by such Financial Institution, or by any other third party. 

Not all types of accounts are eligible for funds transfer. We may decline the use of any Account that we 
believe may present a risk to you and/or us. Be sure to check with your Financial Institution for restrictions 
regarding transfers among your retirement (401k, IRA, etc.), savings, trusts, loans, custodial, business, 
corporate and other account types. Excess activity fees may apply if you exceed federally- mandated 



transaction limits for savings accounts. For more information, please refer to your account agreement 
with the Financial Institution that maintains your Account. 

D. Transfer Types and Limits 

Type of Transfers. We may add new features to the Transfer Service, including a next day service and a 
higher limit service. You will be approved or declined for any such additional service at our sole discretion 
and additional terms and conditions may apply. We may at any time decline a funds transfer that we 
believe may violate applicable law. 

Frequency of Transfers. We do not limit the number of funds transfers you may make, however, you may 
not make funds transfers in excess of the number of funds transfers allowed by the rules and regulations 
governing the applicable Accounts. For security and risk management reasons we may modify the limit, 
the frequency and the dollar amount of transfers you can make using our Transfer Service. The limits on 
the frequency and dollar amount of transfers are solely for the protection of Pinnacle Bank. 

Dollar Amount of Transfers. You may not make funds transfers in excess of dollar limits for the Transfer 
Service. We reserve the right to change the dollar amount of funds transfers you are permitted to make 
using our Transfer Service. In the event that your use of the Transfer Service has been suspended and 
reinstated as provided below (see Section 6.G Suspension and Reinstatement of Transfer Service), you 
understand and agree that your use of the Transfer Service thereafter may be subject to lower dollar 
amount limitations than would otherwise be permitted by us. 

Transfers Subject to the Rules of the Accounts. All funds transfers are subject to the rules and regulations 
governing the relevant Accounts. You may not initiate any funds transfers from or to an Account that are 
not allowed under the rules or regulations applicable to such Account including rules or regulations 
designed to prevent the transfer of funds in violation of the Office of Foreign Asset Control (OFAC) 
regulations. 

Failure or Rejection of Transfers. Upon learning that the funds transfer could not be completed, we may, 
but are not required to, make a reasonable effort to complete the transfer again. If the funds transfer fails, 
we will notify you to contact your non-Pinnacle Bank Financial Institution to learn more about the failure. 
We reserve the right to decline (i) any funds transfer or (ii) to submit funds transfer instructions or orders 
or (iii) to carry out change or cancellation requests. 
You represent and warrant to us that you have enough money in the non-Pinnacle Bank Accounts to 
make any funds transfer you request that we make on your behalf through the Transfer Service. If we 
receive a transfer request against your Account and there are not enough available funds in your Account 
to cover the transfer, we may at our sole discretion: 

• Cover the transfer in accordance with the terms of any written overdraft protection plan that you 
and we have established; 

• Cover the transfer and create an overdraft to your Account; or 
• Decline the transfer. 

We may make the decision regardless of whether we may have previously established a pattern of 
honoring or dishonoring overdrafts. Fees may vary depending on the action we take. Any negative 
balance on your Account is immediately due and payable, unless we agree otherwise in writing, and you 
agree to reimburse us for the costs and expenses (including attorney fees and expenses) we incur in 
recovering the negative balance (including overdraft and associated fees). 

Your Right to Cancel a Transfer. Payments that are in process cannot be cancelled or stopped. When 
the Transfer Service offers recurring and/or future one time transfers, you may cancel any transfer as 
long as we receive the request before the process date of the one-time transfer or the next scheduled 
recurring transfer. For recurring transfers, you may cancel only the next scheduled transfer or the entire 
recurring transfer schedule. After the entire recurring transfer schedule is cancelled, all future transfers 
will be cancelled and you must reschedule it if you want transfers to be made in the future. 



You may cancel a transfer by logging on to the Transfer Service or by contacting us at 1.800.227.7715 
or your local Pinnacle Bank branch. 

E. Authorization 

You agree that your transfer instructions are the authorization for us to complete the funds transfer. You 
authorize us to select any means to execute your funds transfer instructions, such as the Automated 
Clearing House (ACH), wire transfer or check. You will be bound by the rules and regulations that govern 
the applicable funds transfer systems, such as CHIPS or ACH rules as published by the National 
Automated Clearinghouse Association (NACHA). 

We will make all reasonable efforts to process your transfer requests in a timely manner, however, we 
reserve the right to hold funds pending settlement or for such period of time as we deem necessary, in 
our sole discretion, to cover items which may be returned unpaid. For Pinnacle Bank Accounts, any 
interest earned on such funds during the hold period will remain the property of Pinnacle Bank To 
complete your funds transfer we may utilize ACH transfers, which will result in a debit to one of your 
Accounts and a credit to another of your Accounts. All Pinnacle Bank ACH transfers go through a 
Pinnacle Bank transfer account. For ACH debit entries (which debit your other Account and credit your 
Pinnacle Bank Account), Pinnacle Bank typically holds funds for 3-4 Business Days to make sure that 
the item will not be returned unpaid before we will credit your Account If the ACH transaction is returned 
for any reason and the payment has been credited to your Account, you authorize us to debit your 
Account, in whole or in part, for the amount of the returned item and for any returned item fee. 

We will notify you of such charge in advance of the transaction. If you choose to proceed with the 
transaction, you authorize us to debit your Account in the amount indicated. 

F. Transfer Service Changes and Discontinuation 

Depending on the type of transfer or the type of your Pinnacle Bank Account we may charge fees, for 
the use of the Transfer Service, and for any additional services or features that we may introduce. We 
will notify you of such charge in advance of the transaction. If you choose to proceed with the transaction, 
you authorize us to debit your Account in the amount indicated. You agree to pay all fees associated with 
the use of the Transfer Service. We may modify or discontinue the Transfer Service or your Account(s) 
with us, with or without notice, without being liable to you, any other user or any third party. 

G. Suspension, Reinstatement and Termination 

Without limiting any other right or remedy that we may have under this Agreement or otherwise, we 
reserve the right to suspend your right to use the Transfer Service, immediately and without prior notice 
to you, if we incur a problem with your use of the Transfer Service. You understand and agree that such 
action is reasonable for us to take in order to protect Pinnacle Bank from loss. 

In the event of such suspension, you may request reinstatement of your service by contacting us at 
1.800.227.7715 or your local Pinnacle Bank branch. In our sole discretion we may grant or deny 
reinstatement of your use of the Transfer Service. If we agree to reinstate you, we may initially reinstate 
your Transfer Service subject to lower per-transaction and monthly dollar limits and/or with other 
restrictions. Based upon your subsequent usage of the Transfer Service, we may restore your ability to 
complete transfers subject to such higher limits as may then be in effect. 

Subject to applicable law, we may terminate your right to use the Transfer Service at any time and for 
any reason, including if in our sole judgment we believe you: 

• Engaged in conduct or activities that violate any of the terms of this Agreement or our rights; or 
• Provided us with false or misleading information; or 
• Interfered with other users or the administration of the Transfer Services. 

H. No Unlawful or Prohibited Use 

As a condition of using the Transfer Service, you warrant to us that you will not use the Transfer 
Service for any purpose that is unlawful or is not permitted, expressly or implicitly, by the terms of this 
Transfer 



Service or by any applicable law or regulation. You further warrant and represent that you will not use 
the Transfer Service in any manner that could damage, disable, overburden, or impair the Transfer 
Service or interfere with any other party’s use of the Transfer Service. You may not obtain or attempt to 
obtain any materials or information through any means not intentionally made available or provided for 
through the Transfer Service. These warranties and representations will remain in full force and effect 
even if this Agreement terminates for any reason. 

I. Account Number Policy 

If the instructions for a transfer under the Transfer Service identify a bank or beneficiary by name and 
account number, we or the relevant Financial Institution may execute those instructions by reference to 
the number only, even if the number does not correspond to the name. You agree that neither we nor 
the relevant Financial Institution will have responsibility to investigate discrepancies between names and 
numbers. 

J. Your Responsibility for Errors 

We must rely on the information you provided, and you authorize us to act on any instruction, which has 
been or reasonably appears to have been sent by you, to submit funds transfer instructions on your 
behalf. Financial Institutions receiving the funds transfer instructions may rely on such information. We 
are not obliged to take any further steps to confirm or authenticate such instructions and will act on them 
without getting further confirmation. If you provide us with incorrect information or if there is any error in 
your instruction we will make all reasonable efforts to reverse or delete such instructions, but you accept 
full responsibility for losses resulting from any of your errors, duplication, ambiguities or fraud in the 
information that you provide. If any information you provide is untrue, inaccurate, not current or 
incomplete, without limiting other remedies, we may recover from you any costs or losses incurred as a 
direct or indirect result of the inaccurate or incomplete information. 

We are not responsible for errors, delays and other problems caused by or resulting from the action or 
inaction of Financial Institutions holding the non-Pinnacle Bank Account. Although we will try to assist 
you in resolving any such problems, you understand that any such errors, delays or other problems are 
the responsibility of the relevant Financial Institution. Any rights you may have against a Financial 
Institution for such errors, delays or other problems are subject to the terms of the agreements you have 
with such Financial Institution, including any time limits during which complaints must be made. Please 
see EFT Provisions (Consumers) in Section 7 in this Agreement for terms and conditions that apply to 
electronic funds transfers that debit or credit a consumer checking, savings or other asset account and 
are subject to Federal Reserve Board’s Regulation E. 

K. Our Liability 

If we do not provide a funds transfer instruction on time, if we cause an incorrect amount to be removed 
from an Account or if we cause funds from an Account to be transferred to any account other than the 
Account specified in the applicable funds transfer instruction, we shall be responsible for returning the 
improperly transferred funds and/or for directing any misdirected funds to the proper Account. 

We are not liable for any costs, fees, losses or indirect, special or consequential damages of any kind 
incurred as a result of: 

• Our debit and/or credit or inability to debit and/or credit the accounts in accordance with your funds 
transfer instructions; or 

• Inaccuracy, incompleteness or misinformation contained in the information retrieved on the 
accounts; or 

• Charges imposed by any non-Pinnacle Bank Financial Institution or by applicable law; or 
• Funds transfer limitations set by the non-Pinnacle Bank Financial Institutions or applicable law; or 
• Not enough money in your Account to make the funds transfer; or 
• Transfers exceeding the credit limit on any applicable overdraft line; or 
• System failures at a non-Pinnacle Bank Financial Institution and we are unable to complete the 

transfer; or 
• Circumstances beyond our control (such as fire or flood) prevent the transfer, despite reasonable 

precautions that we have taken; or 



• Third party caused, including your non–Pinnacle Bank Financial Institution; or 
• Any further limitations on liability as otherwise stated in the agreement(s) governing your 

Account(s) with us. 

There may be additional exceptions to our liability stated in this Agreement. Except as otherwise required 
by law, we will in no event be liable for any losses and damages other than those arising from gross 
negligence or willful misconduct on our part or if we breach a representation or warranty of hereunder. 

L. Security 

Pinnacle Bank protects your personal information and privacy as disclosed in the Privacy Policy found 
on wypinnbank.com. 

Security Procedures. The Financial Institution at which your account is maintained may contact us to 
verify the content and authority of funds transfer instructions and any changes to those instructions. In 
connection with the Transfer Service we may provide to that Financial Institution such information as may 
be required to verify the instructions and the verification may constitute a valid security procedure under 
the rules governing that Account. 

Deviating from Security Procedures. You permit us to authorize your non-Pinnacle Bank Financial 
Institution to accept funds and transfer instructions in accordance with any authorization procedures you 
and such Financial Institution have agreed upon, or that we, on your behalf, and such Financial Institution 
have agreed upon, without verifying the instructions under the established security procedures, 
regardless of whether you agreed to the security procedures or we agreed on your behalf. In addition, 
we may authorize such Financial Institutions to charge and debit your Accounts based solely on these 
communications. 

Additional Provisions for Business Accounts. You agree that we are liable only for damages required to 
be paid under Uniform Commercial Code ("UCC") Article 4A. In no event will we be liable for any special, 
indirect or consequential loss, damage, costs or expense of any nature, including, without limitation, lost 
profits, even if we have been informed of the possibility of such damages, except as may be required by 
law. 

7. ELECTRONIC FUNDS TRANSFER PROVISIONS 
A. Applicability 

The provisions in this Section 7 apply only to electronic funds transfers ("EFT(s)") that debit or credit a 
Consumer’s checking, savings or other asset account and are subject to the Federal Reserve Board’s 
Regulation E. When applicable, we may rely on any exceptions to the provisions in this Section 7 that 
are covered in Federal Reserve Board Regulation E. All terms in this section not defined in this 
Agreement but defined in Regulation E will have the meaning given in Regulation E. 

B. Your Liability 

Tell us at once if you believe your card and/or code has been lost or stolen or if you believe that an EFT 
has been made without your permission using information from your personal check. Telephoning is the 
best way of keeping your possible losses down. You could lose all the money in your account (plus your 
maximum overdraft line of credit). If you tell us within two (2) business days after you learn of the loss or 
theft of your card and/or code, you can lose no more than $50 if someone used your card and/or code 
without your permission. Also, if you do NOT tell us within two (2) business days after you learn of the 
loss or theft of your card and/or code, and we can prove we could have stopped someone from using 
your card and/or code without your permission if you had told us, you could lose as much as $500. If your 
statement shows transfers that you did not make, including those made by card, code or other means, 
tell us at once. If you do not tell us within sixty (60) days after the statement was mailed to you, you may 
not get back any money you lost after the sixty (60) days if we can prove that we could have stopped 
someone from taking the money if you had told us in time. 



If a good reason (such as a long trip or a hospital stay) kept you from telling us, we will extend the time 
period. 

C. Errors/Unauthorized Electronic Funds Transfers 

Here’s how to notify us when you believe that an error, unauthorized EFT, or unauthorized transfer has 
been or may have been made: 

• Phone: 1.800.227.7715 
• Paper Mail: Pinnacle Bank PO Box 598 Gretna NE 68028-0598 
• Your local Pinnacle Bank branch. 

We must hear from you no later than sixty (60) days after the date we send the first statement on which 
the problem or error appeared. When contacting us about an error or with questions, please tell us: 

• Your name and account number (if any). 
• About the error or the transfer you question, and clearly explain why you believe it is an error or 

why you need more information. 
• The dollar amount and date of the suspected error. 

If you report a problem by phone, we may need you to submit your complaint or question in writing within 
ten (10) Business Days. We will determine whether an error occurred within ten (10) Business Days after 
we hear from you, and will promptly correct any error. If we need more time to conduct our investigation, 
we will notify you of our need for an extension of up to forty-five (45) days. If we decide to do this, we will 
credit your account within ten (10) Business Days for the amount you think is in error, so you can use the 
money during the time it takes us to complete our investigation. If we ask you to put your complaint or 
question in writing and do not receive it within ten (10) Business Days, we may not credit your account. 

We may permit you to initiate or monitor the status of certain kinds of complaints or questions 
electronically on the Website. Complaints or questions you initiate via the process we provide on the 
Website will be considered as written. 

For errors involving new accounts, point-of-sale or foreign-initiated transactions, our investigation may 
take up to ninety (90) calendar days. For new accounts, we may take up to twenty (20) Business Days 
to credit your account for the amount you think is in error. We will tell you the results within three (3) 
Business Days after completing our investigation. If we decide that no error occurred, we will send you 
an explanation. You can ask for copies of the documents that we used in the investigation. 

D. Documentation 

The cardholder will receive a receipt each time an ATM or in-store kiosk is used to make an electronic 
transfer to or from your Eligible Account, unless the cardholder is notified otherwise before completing 
the transaction. The receipt is evidence of the transaction as recorded by the ATM or the Service, 
however, all transactions are subject to posting, final payment or verification. You can use the receipt to 
reconcile the statement for the Eligible Account. 

You have the right to find out whether an EFT was credited to your Eligible Account. To do so, contact 
us at the number listed on your statement for your Eligible Account. We will send you a monthly statement 
if there are EFTs in a particular month. Otherwise, we will send you a statement at least quarterly. 

E. Changes to Debit Amounts 

If you authorize a person to regularly debit your Eligible Account, and the amount varies from the previous 
amount debited, he/she must tell you, at least ten (10) days before each debit, when the debit will be 
made and how much it will be. 

F. Acknowledgements 



You agree to indemnify and hold us harmless from and against any loss incurred by us if we do not pay a 
preauthorized EFT because: 

• Any of the information relied upon in the stop payment order is incorrect or incomplete; or 
• A valid stop payment order is in effect. 

8. STOP PAYMENT ORDERS 
A. Acceptance of Stop Payment Orders. 

If we have not already paid a check that is drawn on an Eligible Account, then at your request and risk 
we may accept a stop payment order on it. If you request a stop payment on a check in a branch location, 
we may require identification such as a driver's license or identification card. You may not stop payment 
on (i) a point of sale transaction, (ii) an ATM withdrawal or transfer, or (iii) a preauthorized EFT. 

B. Placing A Stop Payment Order. 

We may accept an order to stop payment from any Authorized Representative who has a right to withdraw 
funds from an Eligible Account. We may require you to complete a form authorizing the order. You must 
give us sufficient notice and information so that we have a reasonable opportunity both to verify that the 
item is unpaid and to act on your request. We may charge you a fee for each stop payment order and 
each renewal of the order. 

Because stop payment orders are handled by computers, to be effective, we need specific information 
to process the request, including the account number, the name of the party to whom the item was made 
payable, the item number, the exact amount of the item, and the date of the item. We may use only a 
portion of the required information to identify an item. If you give us the wrong amount or the wrong item 
number, we may pay the item. 

In some cases, we may pay an item even if an order is in effect. For example, if one of our branch 
locations, without notice of your request, pays a check that you have asked us to stop, we may still pay 
the check. 

A stop payment order generally expires after twelve (12) months. However, we may, in our sole 
discretion, elect to honor a stop payment order for a longer period of time. If you want the order to continue 
after twelve (12) months, you must ask us to renew the order. Each request for a renewal is treated as a 
new order. If you want the order to expire in less than twelve (12) months, you must ask us to cancel the 
order on or after the date you want it to expire. We may accept a written or oral instruction to cancel the 
order. A release of the stop payment request may be made only by the person who initiated the stop 
payment order. Your request to cancel the order is not effective until we have a reasonable opportunity 
to act on it. We cancel the order automatically when the account on which the item is drawn is closed. If 
the item is presented to us for payment after the stop payment order expires, we may pay the item. We 
are not obligated to notify you when a stop payment order expires. 

If you stop payment on an item and we incur any damages or expenses because of the stop payment, 
you agree to indemnify us for those damages or expenses, including attorneys' fees. You assign to us all 
rights against the payee or any other holder of the item. You agree to cooperate with us in any legal 
actions that we may take against such persons. You should be aware that anyone holding the item may 
be entitled to enforce payment against you despite the stop payment order. 

Our stop payment cutoff time is one (1) hour after the opening of the next banking day after the banking 
day on which we receive the item. Additional limitations on our obligation to stop payment are provided 
by law (e.g., we paid the item in cash or we certified the item). 

9. ONLINE STATEMENTS AND DOCUMENTS 
A. Description 

Many account documents, including statements, tax documents, and legal notices, can be delivered 
online for certain Eligible Accounts and Online Financial Services. You have the option to view, save, or 
print PDF versions of your account documents from the Website via desktop, tablet or Mobile Device. 



Any legal notices or disclosures about your Eligible Account or Online Financial Service that would 
normally accompany your paper account statement, or that we would mail to you, may be delivered to 
you electronically. In some cases, we must continue to mail paper statements, legal notices and 
disclosures even if you elect to receive them electronically. We may offer you additional 
options/preferences for delivery of various communications related to your Eligible Accounts or Online 
Financial Services. 

The following is a brief description of the various features of and requirements for using online statements 
and documents. We may add to, modify, or delete any feature of online statements and documents at 
our sole discretion. 

B. Eligible Accounts 

Most Eligible Account statements and documents can be delivered online. You can determine online 
statement eligibility by signing on to the Website. 

C. Enrollment 

Online statements and documents are available for certain Eligible Accounts or Online Financial Services 
if you have completed enrollment in the Service and provided us with a valid email address. We may 
revoke your online-only statement and document option and change your delivery preference to U.S. 
Mail as well as suspend your access to your Eligible Accounts or Online Financial Services if you do not 
maintain a valid email address. 

Depending on the Eligible Account or Online Financial Service, one or more of the following may be true: 
• Many Eligible Accounts and Online Financial Services automatically come with online-only delivery 

for statements and documents. This means you will no longer get paper statements and 
documents, unless required by law. You can change your delivery preference back to U.S. Mail at 
any time. 

• For Eligible Accounts or Online Financial Services that do not automatically come with online-only 
delivery, you must choose online-only delivery for that Eligible Account or Service. 

D. Check Images 

For deposit accounts, you may view online images of the individual checks posted to your account. 

E. Access 

You can access your online statements and documents (including legal notices and disclosures) on the 
Website. Statements are available online for up to a maximum of 18 months, depending on the type of 
account enrolled. Statements for some types of Eligible Accounts or Online Financial Services are 
available for shorter time frames. If you did not choose online-only delivery when the account was first 
opened, there may be a gap in the historical statements available online for some types of Eligible 
Accounts. 

For some types of Eligible Accounts or Online Financial Services, there may be a delay of up to several 
weeks after enrollment before you can start viewing statements and documents online. You can still 
request historical account statements (fees may apply). Please refer to the applicable account agreement 
and disclosures for details. 

We always reserve the right to communicate with you in writing using the U.S. Postal Service, regardless 
of what other options you have chosen. 

F. Terminating Online Documents 

We may terminate delivery of online documents to you for one or more Eligible Accounts or Online 
Financial Services, without notice. As provided in Section 17.B of this Agreement, if you do not access 
your Eligible Accounts through the Service for any 6-month period, we may terminate your access to all 
or any part of the Service. 



10. THIRD-PARTY SOFTWARE AND CONTENT 
A. Description 

Third-Party Software. We may offer third-party software tools and products (“Third-Party Software”) that 
you can install on your computer. You are responsible for obtaining a valid and separate license 
agreement with the provider of the Third-Party Software. 

Third-Party Content. We may offer information, commentary, and tools supplied by companies not 
affiliated with us (“Third Party Content”). All of the Third-Party Content on the Website is labeled as such, 
and may be available either in a frame, via a hyperlink, or simply posted to the Website. We do not own 
any interest in, edit, review or endorse any Third-Party Content. 

B. Disclaimers 

1. You agree that: 
• Any Third-Party Software you download is provided to you "as is" and "as available." 
• Any Third-Party Content you review or use is provided to you "as is." 

2. You agree that we make no warranties and have no liability as to: 
• The accuracy, completeness, availability or timeliness of the information, text, graphics, or other 

items provided, stored, evaluated or processed through the Third-Party Software or Third-Party 
Content; 

• Any errors or omissions in the delivery or transmission of the Third-Party Software or Third-Party 
Content from us to you; and 

• The Third-Party Software’s or Third-Party Content’s fitness for a particular purpose and non- 
infringement of any third-party rights. 

3. You understand that some states do not allow limitations on how long an implied warranty lasts, so 
that the above limitations may not apply to you, and that you may also have other rights, which vary 
from state to state. 

4. You further agree that we will not be liable to you for: 
• Your inability to access or use the Third-Party Software. 
• The accuracy, timeliness, loss or corruption, or misdelivery of any Eligible Account information or 

any other information processes by the Third-Party Software. 
• Unauthorized access to your Eligible Accounts or to your account information and any 

misappropriation, or alteration, of your account information or data as a result of your installation 
or use of the Third-Party Software. 

C. Acknowledgements 

You agree and understand that: 
• You assume all risk that unauthorized third parties many access any Third-Party Software you 

download and install, or any information you enter into the Third-Party Software. 
• If you use the Third-Party Software to transmit information, you and the Third-Party-Software 

provider are responsible for the security and confidentiality of that information. 
• Any Third-Party Software downloads are your own risk and you alone are responsible for any 

resulting damage to the computer or other electronic device, as well as for any loss or corruption 
of data that might occur as a result. 

• You are solely responsible for acquiring and maintaining a computer or other electronic device that 
can handle and access the Third-Party Software, including any necessary equipment such as a 
modem, and that you are responsible for all costs associated with accessing the Third-Party 
Software. 

11. FEES 
A. Fees for Eligible Accounts and Online Financial Services 

Fees (separately disclosed) in connection with an Eligible Account or Online Financial Service apply 
when using the Service. Additional fees may apply to specific services and are disclosed on the Website. 



Your internet, telephone, and/or Mobile Device service provider may assess other fees and bill them 
separately. 

12. SECURITY 
A. General Security Procedures 

You need a username and password, to access your Eligible Accounts and Online Financial Services 
through the Service. We may set standards for your username and password. We recommend that you 
change your password regularly, and select a unique username and password combination for use only 
with the Service. 

We may also require additional security procedures for certain transactions. These additional security 
procedures may require special hardware, software or third-party services. To enhance the security of 
your Eligible Accounts and Online Financial Services, we may also offer you additional, optional security 
procedures. These could include personal reference questions and answers, random number generators 
or one-time passwords. We may also require the use or activation of specific applications, Internet 
browser software features, plug-ins and add-ons, to use the Service. These could include JavaScript 
support and "cookies." 

To enable and enhance secure access to the Service, we may also access detailed information about 
the computers and Mobile Devices you use to access the Service. This could include telephone numbers 
and unique internal and network identifiers for your computers and Mobile Devices. We also use cookies 
and other technology for information security and other purposes, as described in our Privacy Policy, 
available at wypinnbank.com. 

B. Usernames and Passwords 

Usernames and passwords must meet the standards we establish. These standards will be available for 
your reference whenever you create or change a username and/or password. We may require you to 
change or update your username and/or password at any time. If we change these standards, you may 
have to change your password to meet the new standards. We are not required to give you advance 
notice that we have changed the standards, or that we are requiring you to change or update your 
password. You are responsible for keeping your password confidential. We recommend you select a 
unique username and password combination for use only with the Service, and memorize it rather than 
writing it down. 

C. Protecting Your Security 

Even though information exchanged through the Service is protected by advanced encryption techniques 
while being transmitted, you still need to protect your username and password for the Service. You must 
notify us immediately if you suspect fraudulent activity on your Eligible Account or if you believe that: 

• Your password may have been lost or stolen. 
• A Mobile Device you use to access the Service has been lost, stolen or compromised. 
• Someone viewed, downloaded or deleted electronic records from your Eligible Account or Online 

Financial Service without your permission. 

D. Acknowledgements 

You agree that we may place cookies and other identifies on the computers and Mobile Devices you use 
to access the Services. 

13. PRIVACY AND USE OF INFORMATION 
A. Description 

We are committed to protecting your privacy. The provisions of the privacy policies provided or made 
available to you in connection with an Online Financial Service or Eligible Account will govern all 
information we gather from you in connection with using the Service, as applicable. The type of 
information we may collect, retain and use could include your name, address, phone number, email 
address, and the IP address and other identifiers related to the computers and Mobile Device(s) you use 
to access the Service. Information that we gather may be stored in the United States or other countries, 
and is protected in accordance with Pinnacle Bank information security standards. 



You authorize your wireless operator to use your mobile number, name, address, email, network status, 
customer type, customer role, billing type, Mobile Device identifiers other subscriber status details, if 
available, to allow verification of your identity and to compare information you have provided to Pinnacle 
Bank with your wireless operator account profile information for the duration of the business relationship. 

B. Acknowledgements 

You agree that: 
• We may collect and retain certain information and use that information to market our products and 

services to you. 
• If you access the Service, or use an Online Financial Service, we may track and record your 

geographic location. 
• We may use automated processes to detect any use of the Service that violates the terms of this 

Agreement or any applicable law. 

14. ADDITIONAL RESPONSIBILITIES 
A. Your Responsibilities 

You are responsible for: 
• Actions taken by anyone using the Service after signing in with your username and password, or 

any other Pinnacle Bank-approved authentication control. We are entitled to rely and act upon 
instructions received under your username and password. 

• Keeping your username and password confidential. 
• For ensuring that you have signed off from the Service when your session is complete to prevent 

unauthorized persons from using the Service. 
• Ensuring your computer operating system, software, browser version, plug-ins and anti-virus 

software are all current and up-to-date. 
• Ensuring you have a valid email address. 

B. Acknowledgements 

You agree that you will: 
• Be the only user of your username and password, that you will not transfer or disclose any of this 

information to any other person. 
• Be responsible for all usage of the Service and any fees associated with use of other services 

accessed through the Service on your Eligible Account, whether or not authorized by you. 
• Immediately notify us at 1.800.227.7715 or the phone number located on your statement to report 

any actual or suspected unauthorized use of your username or password. 
• Provide true, accurate, current and complete information about yourself as requested. 
• Not misrepresent your identity. 
• Not use the Service for illegal purposes. 
• Comply with all regulations, policies and procedures of networks through which you access and 

use the Service. 
• Not use the Service in a way that disrupts the Service or the networks through which you access 

or use the Service. 
• Not access or attempt to access any Service account for which you have no access authorization, 

or duplicate, modify, distribute or display any of the data or files from any such account. 
• Be responsible for and provide all computer, telephone, and other equipment, software (other than 

any software provided by us) and services necessary to access the Service. 

15. DISCLAIMERS 
A. Disclaimers of Warranties 

To the fullest extent permitted by law, we make no warranties of any kind for the Service, either express 
or implied, including, but not limited to, implied warranties of merchantability or fitness for a particular 
purpose. We do not warrant that the Service will be uninterrupted or error free, that defects will be 
corrected, or that our Website that makes the Service available is free of viruses or other harmful 
components. 



B. Limitations on Liability and Obligations 

Pinnacle Bank and its officers, directors, shareholders, parents, subsidiaries, affiliates, agents, licensors, 
or third-party service providers are not liable for any: 

• Consequential (including without limitation, loss of data, files, profit or goodwill or the costs of 
procurement of substitute goods or service) damages. 

• Indirect damages. 
• Incidental damages. 
• Special damages. 
• Punitive damages. 

This is true whether these damages occur in an action under contract, or from negligence or any other 
theory, arising out of, or in connection with, this Agreement, the Service, or the inability to use the Service. 
In addition to reasons such as scheduled system maintenance, damages could arise from circumstances 
beyond our control, even if we advise you of the possibility of such damages. These circumstances could 
include (but are not limited to): 

• Power outages. 
• System failures. 
• Fires. 
• Floods. 
• Natural disasters. 
• Extreme weather. 
• Cyber-attacks, including Denial of Service (or DoS) attacks. 

In states that prohibit the limitation of liability for consequential or incidental damages, the above 
limitations may not apply. 

Except as specifically provided in this Agreement or otherwise required by applicable law, we, our service 
providers or other agents, also will not be liable for: 

• Any loss or liability you may incur resulting wholly or partly from failure or misuse of your equipment 
or software provided by an external company (such as an Internet browser provider, an Internet 
access provider, an online service provider, or an agent or subcontractor of any of them). 

• Any direct, indirect, special or consequential, economic or other damages arising in any way from 
your access, use or failure to obtain access to the Service. Pinnacle Bank does not make any 
representation that any content or use of the Service is appropriate or available for use in locations 
outside of the continental United States, Alaska or Hawaii. 

We will not be obligated to honor, in whole or in part, any transaction or instruction that: 
• Is not in accordance with any term or condition of this Agreement or any other agreement that 

applies to the relevant Online Financial Service or Eligible Account. 
• We have reason to believe may not be authorized by you or any other person whose authorization 

we believe necessary. 
• We have reason to believe involves funds or other property subject to a hold, dispute, restriction 

or legal process we believe prevents the transaction or instruction. 
• Would violate any applicable provision of any risk control program of the Federal Reserve, the 

Office of the Comptroller of the Currency, or any applicable rule or regulation of any other federal 
or state regulatory authority. 

• Is not in accordance with any other requirement of our policies, procedures or practices. 
• We have other reasonable cause not to honor for our or your protection. 

Pinnacle Bank will not be liable for any failure of availability or performance due to scheduled system 
maintenance or circumstances beyond our control (such as power outage, computer virus, system failure, 
fire, flood, earthquake, or extreme weather). 



C. Indemnification 

Except where we are liable under the terms of this Agreement or another agreement governing the 
applicable Eligible Account or Online Financial Service, you agree to indemnify, defend, and hold us, our 
affiliates, officers, directors, employees, consultants, agents, service providers, and licensors harmless 
from any and all third-party claims, liability, damages, and/or costs (including but not limited to reasonable 
attorney’s fees) arising from: 

• A third-party claim, action, or allegation of infringement, misuse, or misappropriation based on 
information, data, files, or other content or materials you submit to us. 

• Any fraud, manipulation, or other breach of this Agreement or the Service. 
• Your violation of any other applicable laws or rights of a third party, including but not limited to 

rights of privacy, publicity or other property rights. 
• The provision of the Service or use of the Service by you or any third party. 

We reserve the right to defend and control (at our own expense) any matter otherwise subject to 
indemnification by you. In such a case, you will cooperate with us in asserting any available defenses. 
You will not settle any action or claims on our behalf without our prior written consent. 

You are providing this indemnification without regard to whether our claim for indemnification is due to 
the use of the Service by you, your Authorized Representative or your Delegate. 

16. NOTICES AND COMMUNICATION 
A. Description 

Except as expressly provided otherwise in this Agreement, we will provide notices and other information 
regarding your Eligible Account, Online Financial Service, or the Service (collectively “Account 
Information”) electronically, through the mail or by other means. We will send this information to the postal 
or electronic email ("e-mail") address of the Owner of the applicable Eligible Account or Online Financial 
Service as reflected in our records, unless you specify a different postal or e-mail address. 

Any Account Information will be considered "sent" on the first Business Day following the date on the 
communication. Account Information held for pickup or posted on our Website will be deemed to be 
delivered to and/or received by you when we make it available for pick-up, display it to you or send notice 
in accordance with this Agreement that it is posted on our Website. The person receiving the notice has 
to provide copies of all Account Information to all joint Owners, or other persons with access to the 
applicable Eligible Account or Online Financial Service. 

We can communicate all Account Information to you through the U.S. Postal Service or overnight courier, 
at our sole option. 

B. Electronic Delivery 

Unless applicable law states otherwise, when we need to provide you with information in writing, we can 
send it electronically, either (i) to your e-mail address, (ii) by posting the information to our Website, or 
(iii) by posting the information on our Website or to your online banking secure mailbox, and sending you 
a notice to your postal address or e-mail address (either separately or as part of an account statement) 
telling you that the information has been posted and providing instructions on how to view it. 

C. Phone Calls and Text Messages 

We may phone you or send you text messages. You consent to our leaving prerecorded/artificial voice 
messages and using an automatic telephone dialing system to call or text your mobile telephone number. 
Our calls and text messages to your mobile telephone numbers could result in charges to you. 

We will not use an automatic telephone dialing system to make telemarketing calls or send marketing 
text messages to your mobile telephone numbers, and will not use an artificial or prerecorded voice to 
deliver telemarketing messages to your mobile telephone or residential telephone based on the 
agreements you make in this Section 16. 



D. Alerts 

Your enrollment in Online Banking Services includes enrollment to receive transaction alerts and 
notifications (“Alerts”). Alerts are electronic notices from us that contain transactional information about 
your Eligible Account(s). Alerts must be managed and/or added online through the Service. We may add 
new alerts from time to time, or cancel old alerts. We usually notify you when we cancel alerts, but are not 
obligated to do so. We reserve the right to terminate the alerts service at any time without prior notice to 
you. 

Methods of Delivery. We may provide alerts through one or more channels (“endpoints”): (a) a mobile 
device, by text message, (b) a mobile device, by push notification; (c) an email account, by an e-mail 
message; or (d) your Online Banking Services message inbox. You agree to receive alerts through these 
endpoints, and it is your responsibility to determine that each of the service providers for the endpoints 
described in (a) through (c) above supports the email, push notification, and text message alerts provided 
through the alerts service. Please be advised that text or data charges or rates may be imposed by your 
endpoint service provider. Alert frequency varies by account and preferences. You agree to provide us a 
valid mobile phone number or email address so that we may send you alerts. If your email address or your 
mobile device's number changes, you are responsible for informing us of that change. Your alerts will be 
updated to reflect the changes that you communicate to us with regard to your primary and secondary 
email addresses or mobile device number.  

Alerts via Text Message. To stop alerts via text message, text "STOP" to 27798 at any time.  Alerts sent 
to your primary email address will be unaffected by this action. To restore alerts on your mobile phone, 
just visit the alerts tab in the Software.  For help with SMS text alerts, text “HELP” to 27798. In case of 
questions please contact customer service at 800.227.7715. Our participating carriers include (but are not 
limited to) AT&T, T-Mobile®, U.S. Cellular®, Verizon Wireless, MetroPCS. 

Limitations. Pinnacle Bank provides alerts as a convenience to you for information purposes only. An alert 
does not constitute a bank record for the deposit or credit account to which it pertains. We strive to provide 
alerts in a timely manner with accurate information. However, you acknowledge and agree that your receipt 
of any alerts may be delayed or prevented by factor(s) affecting your mobile phone service provider, 
internet service provider(s) and other factors outside our control. We neither guarantee the delivery nor 
the accuracy of the contents of each Alert. You agree to not hold Pinnacle Bank, its directors, officers, 
employees, agents, and service providers liable for losses or damages, including attorneys' fees, that may 
arise, directly or indirectly, in whole or in part, from (a) a non-delivery, delayed delivery, or the misdirected 
delivery of an Alert; (b) inaccurate or incomplete content in an Alert; or (c) your reliance on or use of the 
information provided in an Alert for any purpose. 

Alert Information. As alerts delivered via SMS, email and push notifications are not encrypted, we will 
never include your passcode or full account number. You acknowledge and agree that alerts may not be 
encrypted and may include your name and some information about your accounts, and anyone with 
access to your alerts will be able to view the contents of these messages. 

E. Returned and Unclaimed Information 

Unless otherwise prohibited by the laws governing your Eligible Account or Online Financial Service, this 
subsection (d) applies if Account Information documents are returned or electronic notifications are 
returned as undeliverable. This means we can stop sending Account Information or electronic 
notifications to you until you provide a valid postal or valid e-mail address to us. 

We may also: 
• Destroy Account Information sent to you and returned to us as undeliverable. 
• Hold the Account Information for your Account for you to pick up. 
• Stop sending the Account Information through current delivery method and use an alternative 

delivery method. For example, if we send Account Information to you via the U.S. Postal Service, 
and the information is returned to us as undeliverable on two or more occasions, we may attempt 
to deliver the information to your e-mail address instead. 

• Suspend access to your Eligible Accounts or Online Financial Services. 

If we hold Account Information for you to pick up and it remains unclaimed for sixty (60) days, we may 
send the Account Information to the address reflected in our records for your Eligible Account or destroy 
it. 



F. Contact Information Changes 

You must notify us immediately in the event of a change to your address, e-mail address or phone 
number. Address changes may be initiated: 

• At your request, you can instruct us to change the address or e-mail address to which we send 
notices or Account Information about your Account at any time. 

• If we get an address change notice from the U.S. Postal Service. 
• If another party in the business of providing correct address information notifies us that the 

address in our records no longer corresponds to your address. 

We may act on instructions purportedly made on your behalf within a reasonable time after we receive 
them. Unless you instruct us otherwise, we may change the U.S. Postal Service address or e-mail 
address only for the account(s) you specify, or for all or some of your other account(s) with us. 

G. Implementation of Notices 

Any notice you send us will not be effective until we actually receive it and have a reasonable opportunity 
to act on it. If your Eligible Account has multiple Owners, we may send Account Information to any one 
of them. 

You assume the risk of loss in the mail or other transit. Any notice or Account Information we send you 
will be effective when mailed, sent electronically, or otherwise made available to you. 

H. Communicating With Us 

The Service provides email forms for you to ask questions or provide comments. The Service also lets 
you securely communicate sensitive or confidential information for your Pinnacle Bank accounts.  You 
can access these email forms after you sign on with your password to a secure session of the Service.  
To ensure the security of your Eligible Account information, we recommend that you use only these email 
forms when asking specific questions about covered Eligible Account(s). Use only the secure messaging 
feature when sharing sensitive or confidential account information about your Pinnacle Bank accounts. 
You cannot use email to initiate transactions on your Eligible Accounts. 

I. Acknowledgements 

You agree that: 

• We may satisfy our obligation to provide you with a copy of our Privacy Policy by keeping it 
available for review on our Website. 

• We may call you and text you to service your accounts, collect any amount you may owe or discuss 
our relationship, products and services with you. 

17. GENERAL PROVISIONS 
A. Amendments 

Except as otherwise required by law, we may in our sole discretion change the terms of this 
Agreement at any time. This may include adding new or different terms to, or removing terms 
from, this Agreement. 

We will update this Agreement on the Website on or before the effective date that changes are made, 
unless an immediate change is necessary to maintain the security of the system or unless a law, rule or 
regulation requires it be updated earlier. If we cannot disclose a change without jeopardizing the security 
of the system, this Agreement will be updated within thirty (30) days after the change. We will notify you 
as soon as possible when any changes are made that materially affect your rights, such as changes 
regarding how your information is maintained or used, or changes to the terms of this Agreement. By 
continuing to use the Service after we send you notice of any change, you agree to the change. 



Changes to fees or terms that apply to Eligible Accounts are governed by the agreement otherwise 
governing the specific account. Except as otherwise required by law, any change to this Agreement 
applies only to transactions that occur, or claims that arise, after the amendment becomes effective. 

B. Termination 

This Agreement will be in effect from the date we accept your enrollment in the Service and at all times 
while you are using the Service or any Online Financial Service. Unless otherwise required by applicable 
law, either of us can terminate this Agreement and/or your access to any Eligible Account or Online 
Financial Service through the Service, in whole or in part, at any time, without notice. 

The termination of this Agreement will not end your obligations or our rights under this Agreement before 
the termination. 

We can suspend and/or reinstate access to an Eligible Account or Online Financial Service through the 
Service, in whole or in part, at our discretion, at any time. To request reinstatement of an Eligible Account 
or Online Financial Service, call 1.800.227.7715 or your local Pinnacle Bank branch. If reinstated, the 
then-current terms of this Agreement will control. 

If you do not access your Eligible Accounts through the Service for a period of 6 consecutive months, we 
may terminate your Service, including Online Financial Services accessed through the Service, without 
prior notice to you. 

To cancel any of your Online Financial Services, call 1.800.227.7715 or your local Pinnacle Bank branch. 

All applicable provisions of this Agreement will survive termination by either you or us, including, without 
limitation: 

• Provisions related to intellectual property. 
• Warranty disclaimers. 
• Limitations of liability. 
• Indemnification. 

C. Applicable Law and Governing Law 

This Agreement and any amendments hereinafter attached hereto shall be governed by, and you agree 
to comply with, the laws and regulations of the State of Wyoming and applicable Federal laws and 
regulations. In addition, you agree to be bound by and will comply with the terms of this Agreement and 
any amendment hereinafter attached hereto. Any dispute between Pinnacle Bank and you must be 
brought in the relevant court in the county where Pinnacle Bank is located. 

D. Assignment 

We may assign our interest in this Agreement to Pinnacle Bancorp, its successors, or to any now-existing 
or future direct or indirect subsidiary of Pinnacle Bancorp. However, you may not assign or transfer this 
Agreement. We may also assign or delegate certain of our rights and responsibilities under this 
Agreement to independent contractors or other third parties. 

E. Intellectual Property Rights 

Other than your personal account information, all content included or available on the Service, such as 
advertisements, text graphics, button icons, images, audio clips and software, including the collection, 
arrangement and assembly thereof, is the property of Pinnacle Bank and/or third parties, and is protected 
by the Copyright Act and international treaties in addition to other state and federal intellectual property 
laws (collectively, the “Site Materials”). 

The trademarks, logos, and service marks displayed on the Service (collectively, the “Trademarks”) are 
the registered and unregistered trademarks of Pinnacle Bank, or third parties. You may not use, copy, 
alter, modify, or change these Trademarks or copy, display, distribute, transfer, link to, reproduce, license, 
frame, alter, create derivative works of, or republish all or any portion of the Site Materials for any 
commercial or public purpose. The Service does not grant (by implication or otherwise) any license or 



right to use any Trademarks or Site Materials without the express written permission of Pinnacle Bank, 
or the third party that has rights to such Trademarks or Site Materials. 

F. Entire Agreement 

This Agreement and any amendments hereinafter attached embody the entire agreement between 
Pinnacle Bank and you regarding the Services covered under this Agreement. It supersedes all proposals 
and prior agreements and all oral discussions relating to the subjects covered in this Agreement. It may 
not be contradicted by evidence of prior, contemporaneous or subsequent oral agreement between 
Pinnacle Bank and you. There are no unwritten oral agreements between Pinnacle Bank and you. 

G. No Waiver 

No failure by either party to insist upon strict performance of any term or obligation in this Agreement or 
to exercise any right or remedy under this Agreement, nor acceptance of full or partial performance during 
continuance of a default hereunder, shall constitute a waiver of any such term, obligation, right or remedy 
or a waiver of any such default or rights or remedies pursuant thereto. If Pinnacle Bank waives any failure 
or breach of you hereunder such waiver will not operate to waive any other breach of the same or different 
provision. 

H. Headings 

Headings are used for referenced purposes only and shall not be deemed a part of this Agreement. 

I. Severability 

If any section, provision or condition of this Agreement is deemed invalid or unenforceable, the provision 
deemed invalid of unenforceable will, to the extent permitted by applicable law, be deemed reformed so 
as to be valid and enforceable. If such reformation is not possible, this Agreement will be read as if that 
provision were never a part of it, and the remainder of this Agreement will be valid and enforceable. 

J. Attorney Fees 

In the event that this Agreement is breached by you, in addition to any remedies provided herein or by 
applicable law, Pinnacle Bank shall be entitled to the extent allowed by applicable law to recovery from 
you all costs and expenses incurred by Pinnacle Bank in enforcing its rights hereunder, including, without 
limitation, court costs, fees of consultants, and reasonable attorney fees. 

K. Force Majeure 

No party will be deemed to have breached this Agreement if it fails to perform because of a cause beyond 
the reasonable direct control of that party, and without fault or negligence of that party. Examples of 
causes beyond the reasonable direct control of a party include, without limitation, any failure or 
interruption of any electronic communication system between you and Pinnacle Bank, equipment or 
software failure or malfunction, electrical, computer, or mechanical failure or malfunction, action or 
inaction of government, civil or military authority, fire, strike, lockout or other labor disputes, flood, 
hurricane, war, riot, theft, earthquake, natural disaster, default of common carriers or third party vendors, 
and suspension in payments by another financial institution. 
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